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Abstract

Recently, network usage has increased across various sectors, and the level of dependence on network
infrastructure throughout industry has grown significantly. However, alongside this expansion, various
adverse effects have also risen, among which performance-degrading attacks such as DoS, DDoS, and
UDP Flooding have become increasingly severe. In this paper, to address these issues, DoS, DDoS, and
UDP Flooding attack scenarios were reproduced in an NS-3-based virtual network environment, and the
detection performance of an Intrusion Detection System (IDS) was analyzed. Detection logs were recorded
in CSV format and utilized to design a TensorFlow-based reinforcement learning model aimed at
improving the true positive rate while reducing the false positive rate. Furthermore, Explainable Artificial
Intelligence (XAI) techniques were applied to visualize the detection process, thereby ensuring
transparency in the model’s decision-making rationale. In particular, the trained model was integrated with
a real-time alert mechanism so that operators would receive immediate notifications upon detection of
abnormal patterns.
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Proposed system architecture
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/) &4 ET (OnOffApplication: UDP Flooding, DDoS,
// DoS)

uintl6_t port = 9; / ¥4 Ui LE
OnOffHelperonoff("ns3::UdpSocketFactory”,
InetSocketAddress(i.GetAddress(1), port));

onoff. SetAttribute("DataRate” String Value("50Mbps”));
onoff. SetAttribute("PacketSize”, UintegerValue(1024));
ApplicationContainer attackApps =
onoff.Install(nodes.Get(0)); attackApps.Start(Seconds(1.0));
attackApps.Stop(Seconds(10.0));

// % EFE (PacketSinkApplication)
PacketSinkHelpersink("ns3::UdpSocketFactory”,
InetSocketAddress(Ipv4Address::GetAny(), port));
ApplicationContainer sinkApps = sink.Install(nodes.Get(1));
sinkApps.Start(Seconds(0.0));
sinkApps.Stop(Seconds(15.0));
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