2025 62 pr=AZEQOAYE/ISE ==X H21d M2z

=3 2025-2-9  http://dx.doi.org/10.29056/isav.2025.06.09

AT ESJo] Ao HolH AlHe| A|Z EjAE
HEZ A AA 9 s 7t

WA St

-

Zero Trust Network Access Design for Software-defined Data
Centers and its Performance Evaluation

Seokhong Min#t

(@] ok
O =

2 GA3 }\]/\Eﬂ x4j ul—/qo] é{s:]_L]. '61—7]1] 7TA 7HLUio] HEY A _r1ai 379 cHaL ]:HOH]—O =4 1:]. ]
Tk 9ot @%m] UESZ Bk Whe] &5 5 Ui AA AHdA JZ Alojol FHES 75 W,
ZTA e 3 AFS a7t ofd ARG A% Al=shA] geth £ =&dA= SDDCO frdst

2 SDN 7]k ZTNA ek Algtsta, e Zefe]=g g‘:‘ 422 SDDC £5F4S 243 H|
2EH=E F8& F3] ZINA-enabled SDDCS 7@ #gg Atett Eeh % HZEM =AM Egfy
25 719 A Ale] s B7E Faste], SDDCY 9% 3 Wiy vE 43 ZARRE ofzt i HES
AoM % HEHA B F2E AdFo RN SDDCY HME st A2 + s Btk

mlk\

Abstract

Recently, with the emergence of flexible system access approaches, the concept of ZTA has regained
attention as a response to network threat environments. While traditional network security methods focus
on access control at external and internal boundary, the ZTA concept requires verification at all times and
does not trust any user or device. This paper proposes an SDN-based ZTNA solution that can be flexibly
applied to SDDC and presents an implementation strategy for ZTNA-enabled SDDC through the
implementation of a testbed using an enterprise-grade open-source SDDC solution. Additionally, by
performing performance evaluations of access control based on traffic flows within the implementation
testbed, we show that it is possible to flexibly enhance the security of SDDC by blocking unauthorized
access not only at the boundaries of external and internal networks but also within the internal network.
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Table. 1. Network Configuration for SDDC

auto lo

iface lo inet manual

iface lo inet loopback ovsbr0

auto enp4s0

iface enp4s0 inet static
ovs_type OVSPort
ovs_bridge ovsbr0

auto ovsbr0

iface ovsbr0 inet static
address 192.168.0.100/24
gateway 192.168.0.1
ovs_type OVSBridge
ovs_ports enp4s0
network 192.168.0.0
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Table. 2. Internal Forwarding Configuration for
External Flows of SDDC

ovs-ofctl add-flow ovshr0 ip, nw_dst=192.168.0.101,
actions=output:fwln10100

ovs-ofctl add-flow ovsbr0 ip, nw_src=192.168.0.101,
actions=output:1
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