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Abstract

In today’s Over-The-Top (OTT) player agent environment, the process of collecting and analyzing
user data is essential for providing personalized content. However, privacy protection and data security
have emerged as critical issues in this process. This paper proposes a Zero-Knowledge Proof
(ZKP)-based data anonymization protocol to safeguard user privacy in the OTT player agent environment.
First, we analyze existing anonymization techniques and the concept of Zero-Knowledge Proofs to explore
their applicability in the process of collecting content usage information in the OTT player agent
environment. Additionally, we present an approach that utilizes pseudonymization and encryption
techniques based on sensitivity classification to maintain data integrity while protecting personal
information. Finally, we evaluate the effectiveness of the proposed methodology by examining its
applicability in various scenarios. This study contributes to addressing privacy issues in the OTT player
agent environment and serves as a valuable foundation for future advancements in data protection
technologies.
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Fig. 1. OTT Content Usage Information Generation
Process
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Table. 1. OTT Content Usage Data Generation
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"user_id": "U12345",

"name”: "John Doe”,
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"viewing_history”: [
{"content_id": "C001”, "duration”: 120},
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