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Abstract

The advancement of blockchain technology has increased the importance of security and access control
in enterprise environments. Hyperledger Fabric, a widely used permissioned blockchain platform, shows
limitations in access control. Its current Role-Based Access Control (RBAC) lacks flexibility for enterprise
needs, presenting issues in policy management complexity and cross—channel access difficulties. Moreover,
access control decision functionality is limited, and integration with existing enterprise identity systems is
challenging. This study explores the application of Lattice-Based Access Control (LBAC) using X.509
certificates in Hyperledger Fabric to address these issues. The research proposes encoding LBAC security
levels and category information in X.509 certificate extension fields. This approach enables fine-grained,
flexible access control while integrating with Fabric’'s existing authentication framework. This research
aims to significantly enhance Hyperledger Fabric's security and flexibility.
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Table 2. Example of register certificate information

fabic—ca—client 'J# ] oA
fabric-ca—client register ——id.name investigator ...

—id.attrs 'Ibac.level=3,lbac.class=seniorInspector,
Ibac.nation=ROK:ecert' ..
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Table 3. Example of extract certificate attributes

ASM &4 FF A= A

err = ctx.GetClientIdentity(). AssertAttributeValue
("Ibac.level”, "3")
if err != nil {return fmt.Errorf("d &7}")}
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Table 5. Lattice Matrix in Hyperledger Fabric NFT

ubiect Object NFT Info Transfer Info Statistical Info
User r, W, X
Approver I, W, X W, X T
Supervisor LW X LW X L X

el vk Aol FASke] A WA=
v 2

R = Set of Object

= {NFT, Transfer, Statistical}

e S = Set of Subject

= {User, Approver, Supervisor}

e @ - Mapping NFT a {User, Approver,
Supervisor} — LV1
Transfera{Approver, Supervisor} — LV2
Statistical{Supervisor} — LV3

3.2.4 LBAC ™2 &4l mul=
R Aol A= Hyperledger Fabric 7301] A~
ufEAEHNE AT £2H5lE= ChaincodeE I 59
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EWE Agetel duelzow gAd
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Table 6. Notations — Sensitivity levels of data

Symbol Description
Si Set of subjects
S Subjects
R; Set of object(resources)
R Object(resources)
S Subject access
i, 1 1 to n entities
Mapping

Transactions

Lattice

Document

Operations(read, write, execute)

data

Read operations

Write operations

Execute operations

Private key

Chaincode

Identification of User

Certificate

a
T
L
D
t
dl
”
w
xz
pk Public key
sk
cc
id
Cert
ac

Access _control

E 7. LBAC ©2 &H4Al oAl =
Table 7. Pseudo code for LBAC
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ol
ro,
o\
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PARIA &

Algorithm 1 : Data accessing using LBAC in
Hyperledger Fabric chain—code

TE}. o=, Al 4919 A% A 4 Input: Cort
29 Fastn ARt A= (V)9 Output : Accessing in the blockchain data

<

SHI(A ) Adkat il sH, & 59 A
o] AAE Ahgsto] JH o7 AL

Procedure 1: Certificate verification

* Procedure 3 : "Hlo|Hdl| FHZakr] 913 B Input * Cert
oF S ALEElY] A FAE I} Output : sk, Authenticated user identity

= AL
NA S HeAsn delee] HiA)
!

EdA 492 s

HojFErh 2840 % Chaincode if S;€Cert and S; = Certg

OwnerAccess(S;, sk)
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end if then
End Procedure 1

Procedure 2: Multi-level security using LBAC

Input : (S, R;, sk)
Output : S; to R, mapping for different
controls based on security level
S; D User(U;), Approver(Ap;),
Supervisor(Sv;)
where S; i=1 to n entites
R; ©{d!NFT, d, Transfer, d,:Statistical
Info)
Let Lattice L= {LZ;, A, V } defined with the
level of security as L; where I =1 to 3
if S;==sk then
Allow(S;, ac;) goto Access
else
Reject(.S;)
end if
L;={R;a S} where i=l to n
where @ = mapping
if L, == allow then
for each do S;
for each do R;
if then S;A S;
end if
if then S;V S;
R,ES;
else
S; € ac;
end if
end for
for each Z;, i=1 to 3 do

12}

for each S;eS do
such that S;AS;A =+ AS

n

end for
for each R.eR

such that Ry ARy A -+ AR

end for
end for
for each R, R do

such that R{ ARy A -+ AR

end for
end for
it S < ac;
R;a S; based on the
V and A operations
else
(RyaS)e L) U{(RyaS,)EL,) U
w U{(Rjas)E L)
end if
end if then
End Procedure 2

Procedure 3: Transaction executing

Input : S, K;, L;
Output : Accessing in the blockchain data
Let D;ed; where D; — Document of R;
if S; € ac; Exists
for each cc;€(R;a S;) do,
T={T,+(D)Ecc};
end for
for each owner i do
goto remix id
Deploy(T) — S, //accessing the data

end for
end if then
End Procedure 3
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