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Utilizing Advertiser Unique Identification Numbers for Illegal
Copyright Infringement Site Feature Information Collection
Strategy

Sang-Won Oh#*, Myung-Chan Park*, Young-Mo Kims#x¥
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Abstract

The steady growth of the Korean content industry has been accompanied by a rise in the distribution
of illegal copyrighted materials. Copyright-infringing sites often use overseas cloud services and frequently
change their domains to evade legal action. To address this, more rapid and effective blocking methods
are needed. This paper proposes identifying these sites by utilizing advertiser identification codes found in
ad banners, providing a method to detect alternative sites that operate through domain changes. An
analysis of 51 infringing sites over six months revealed that 99.3% of ad banners contained identical
advertiser codes. This validates the effectiveness of identifying and quickly blocking sites with changed
domains. The proposed method demonstrates the potential to effectively block copyright-infringing sites
despite frequent domain changes, contributing significantly to copyright protection and the prevention of
illegal content distribution.
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Table 3. Example of Collected Targets

0 EEI‘I 00% :

Collection target
(Advertising Banner and

HTML Code) QEWE KM

Image Hash (SHA256)

without Identification Codes and the Obtained Data

ﬂl&! YIS QINE B0

KA L1 3415+210+330+650+8100+15 .
4BID32ATIFOSE2D36CE2FBIOFBC1BABG103B4406 AODAII223978ASRAIBETT63

File Name

202402191922235803703.gif

Advertising company URL

https://xn-—039a72x5xKkyXg.com

| Advertising Domain

xn--039a725xkyxg
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