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Enhancing Sustainability of an Android Malware Detection
Technique using K-means Clustering
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Abstract

Traditional machine learning-based Android malicious app(malware) detection techniques have limitations
in detecting new types of malware due to concept drift. In other words, traditional machine learning—based
malware detection techniques may not be sustainable. Concept drift refers to the evolving nature of malware
features over time and the resulting degradation in the performance of machine learning—based detection
models In this paper, we propose a technique to improve the sustainability of the method for detecting Android
malware using API call information and machine learning. In the proposed technique, apps are first grouped
using K-means clustering, and then classification models are applied to detect malicious apps for each group.
In the K-means clustering, the elbow method is used to find the optimal k value, and thresholding and
hyperparameter optimization processes are applied to the classifiers for each cluster. The classifiers include
random forest, K-nearest neighbor, and AdaBoost. The experimental results show that the random forest
classifier showed the highest performance, with the F1 score and AUT value calculated by the micro-means
method being improved by 20.1%p and 20.4%p, respectively, compared to the traditional random forest model.

FIANE 2 VS, K-9T Fel28d, o ) 94, A47k5H, sruRols g, A sesE

keywords : machine learning, K-means clustering, malicious app detection, sustainabhility,
Android app, concept drift

k3k

skkosk

T & AXE o] ET * WA A AF: ZA Al (email: sjcho@dankook.ac.kr)
Tofstal ARkt Qg A58 Hed Al 2024.09.07. AAFSEE: 2024.09.17.
ﬁT':EH shul H3FE F sk Al A A 2024.09.20.


http://dx.doi.org/10.29056/jsav.2024.09.03

K-8d S{AEF J/8 AEZ0|E oY W BIA| J199l X&EItsd 74

1.8 8 L 2019720211 9] HloJH S 5 uwj APl 3%

I izl Aol igd FxEES BE W

1A 7 I G HAE VIS AT g2 getagdty 9o Ao B =Re
YA (signature) 718 WA =53 9, FE Kopeans FANAE HA O] kS Fi olw o
=ol= o4 qles wAshE Weke= 9 A whl(elbow method), T12]3 FE2EE BH7)
S5 Qi tERo|E Y S BAGH: V) of QA AAI} ZujAEre] HHE HAS

=
W3t EFE 4%0] syl el

colE® qgdn RREdEE A9 EdsE KA

BA 7t Bres ATEAY FESEE Y g o] $(KNN), AdaBoostE AHgEle] A&7bw
HE= 7H‘é‘ﬂj SATH, 21. Ao AAET 2 AHY GA A= olszo]
5, A o9 2 dS Justea 54 = 5 Y FolZ Holu EF dAdAE
A3 glow, 7]E Bt AAE FEAL 9l Aot 7wel AsS Hriet Ad An, a9

rir
N
it
il
o
)
oo
ol
=l
%0,
-,
uy
fetl
e
[isd
2
toby
>
b
vy
[
{m
M
N,
)
)
2
e
10
x,
I
(o3
N X2 -
rlr
,

: = :

Kaspersky© 2024\ 79, Mandrakeel= 115 <F rlola2-H{3 HAow AZE®E Fl A4

TRk opgsrel A2y WMFo] Google Play  AUT(Area Under Time)[4] X7} 71%¢] A

ANA B 5 FI5A S Bagk vf i3], Aol Wy Ty ~E wmduth 27 20.1%p,
9, AEAQ JIAGE A FEROIE ok 9g 404, AL

A &2 7IMe s =8 ZE(concept drift) B owego pAL theul gl 2% wE
2 Qs AEE 99 o WSS BAKED  avse guel A 9IAs B ek
A7 9ItH4, 5. old gk obd qie] Y wst A AokslE K-means 7]4+e] St=iol= obxyg
& AL SE 7SS T ShERelE ot q) g sjye Aweny 4ol ARAA
g g4 7] A% 7bs A (sustainability) & J)esta 5o A= A8 Awsl 8 =9
Mt

wo

H=
= dreel AAH rH4-6]. Astel] g =olst} 6ol ARS Wi &
B =Fo 4= API(Application Programming ke H

Interface) & AX U 7| A S 7]dtke] ot=w

=]

ol= opy g} "Ae A&KTFAS el 7Y
S Attt} OPEEO] ot s EASE 7 2. #H A
9] 7S AT APl 55 SAAR
2 AHEgom4-12], B AT 94 APIE 5 A 91 Google Androide] ¥4 AR
AARZ At & =i 58 A3 o} Arp[10] 2 Aafer[11]] 9]3) o} AZE
A8 A 7E g AdEel o] Aol a3l 1848709 ¥4 APl &S

7% =BTl WA K-Hid Ze2HY Hysty HY Ee~E(Random Forest) XE-&
(K-means) 2. & 955 SAA0E 21553 & o]-&3te] wHE XA
7} 72 dE oy 99 Bxals B2 s Pendleburyl4] & 717185 710k o ) &
A71E FAS T AHA Ao Qg A A7F A" EAQIA ] tal w=ofskH, A
EYrEd digste REs Adgck mde #AIKFH HF(Spatial bias)¥ AR A
A9 2014d72016@ 744 ] HolElE BH5Al7]  (Temporal bias) &2 18] o3 E7o] 745

_22_



2024 9 pr=AZEQOAYEIISE ==X H20# H3=

N
fd
oX,
olr
-
-z
it
n)
N,
N
)
o Yo
=
ok
)
)
EL

ofk

k| d
o
ol

ol

)

o

ot o

w & o o to
o

g r

lo
= oy
U E E‘

f
v
ol
i3
o

!
=2
ro,
°
o
o
>
e
(o}
S
S~

.
~
rir s
()
o
-
=l
>

oo
1o,

RURINILS
fo
gL_“

=)

>
Y
>
)
)
|o
fetl

1> o
o
ob oo

fe e o

of
ol
2
(e 4
>
N

L)
R
)

o
)
o ofd
ol

o,
==

o Mo 1o rfo 50
jus)

Mo e N

ANE)
oX oo
o

=

N

fincs
Ty
el

=)
o,
4o ¥
B g ok o i

o

=2
o,
o
RO
tH
rot

(RO
1%
o

<
2
e
o
oX,
olf
N,

BN
Y
2,
2 o
M
-
LI

S
ofr
ol

% o off tjo
oX,
o
o,
N
R
ol
rir
'

3
2
olf
N

>
b ox
N
N

flo

2014720151 delHE AH8-3)
Fo] AU A A &7HsabA] &
H, E3] 201972020 ¢] o qlolA
API 3.Z0] 474 ofZgA ) elA
2 AMgste] mde) go] ad

o
\
ull

5]
1 A

oo Lo
o
IE

=

> az H to
2 oo et

>

dot
F;;O = N o = N
E

o it |o

2

Mt
J
o

4 l6le 2014958 20201 7HA]

o

Bo] 27t 27 9eAE 3 dwel el

EGelA 7P Be A5 A57bsAe FE
)

A3s Busgnt

A, olsWE(7, 1212 Ad/IA o
A ] FA8E API £& ARE 7|Ntoz &
g2EHE 7IMe A8 o]F IFH dHelHE
o2 2REES o5A7 o S BAS
T 2dS Agsdinh Ak Bde F~HY
A A 9 JHAIE, FEs BT S Balstile
o, AAg BHshs AH 2364 AUT 4]
& &% Jhdsat

71E AT B =R F8 Aol He 29
2HY, 25 dAR ofFofR VE BHle) A
stoln] 11 AL HAY ks Fe dES W
W, ez ER7ld AR A, 2w
o B3 s Zg

3. K- 2HAEZ J|Ht o= 20|E

o o BHXl 7™

K-#+ Z2128 3 (K-means clustering)<
OHES A 7lFo® ke HHoE YT
H A =8l Waolt), 2 wdle] FejxEy o
Aol M= APKS] 74 9 o of 7-¢F #AIglol,
L2 DistanceE 7|22 A3 APl 3% AR
& 2= APKES k709 S8 2Hd 15 3)sto]

H

¢

g Ao WAL B UM FHaHE
e APl &% 3§ % RS AolF sy,
o AYHA @e HolEHE Awoz oby o
WA 27718 A8sel A melTE) g
AT 5 grke GIA A%bs A F
wel A F3h o]}

o
o
o
it
rlo
|
gt}
[>
o
>
Mok -
M
Hu
~N
T
Lo
)y
>
N

3.1 K—Ex S2HZOM £H9| kgt B

HA O rgh(EH Y ) ARG AH 4
B 7Y (Elbow Method)S AFH&-gHtH13-15].
IR 7S FY2H o] wE Within-clust
er Sum of Squares (WSS) #tS 1gjxo] 22
B, aHEe A A Ego R Al AR
AE Fol HAe| kats et WSSate
tlole ¥lES F2~E9 FA A (centroid, p)
rel A Alshs sk, S8 2H U] &
A SAT Aok d99 F82H G W

SS@ WSS, obelel 43 o] Aol



0
ol
El]
mju
H
[>
m
o
N
e
re
In
Hu
=]
In
19
0x
2
]]\'ﬂ

X 212l XEIksd 74

WSS, = Y, lay—pl? 3.2 SBAHE oY ¥ =X 2Y
€6, HA O kit 302 AAste] HolHE I
2 S A kY] BR7IAA SF H dSol
485" Random Forest (RF), K-Nearest
Neighbors (KNN), AdaBoostd] oj#] &% <41
g 5s A&t AT "o ¥4 des HUt
stz vttt 18 285 K-means #FEd9
£ yehdth 2 Ao A= Scikit-Learnol
Al AEsE BEs ARSI TH 6]
S HASA717] A8l g o
Elvow ethod for Optmal k AelA &7 2959 AAIgH(Threshold) % Zvj
70 4=(Hyper Parameter)®] Z4& 1333

A1 ¢ AH(Elbow Point)2 kS Z7HA7]H
Al WSS9 Zhago] E8ahi= Aot} o] A4
oA WSS9| 7hAgo] 543] ghuts|Am o] A
Ae Bl Mg Age kgts 24T S Qi
a9 1S WSS9 22 AnE Ho|=dl, k=3
o] AoA ghubgt HAF o R gt B R
2 mdle] HA49| kgt 302 ddkeigirh

Qe EF Er;_u BRI ion
Aol g zﬂ

KeN

00 y 1 [e} y = =
Number of Clusters (k) o]q_ Lq_a}_/\i @'Xé—,?l_ 7;”%}\—31]_ Ji_uH7H]‘ﬂi.’_F% =2
02 1 UES JHe E5 HM ZoAH 4 FH  As: S HRo A¥nE F4AZA F Ao
Fig. 1. Determining the Optimal Number of Clusters B Ao oAz A 71E K-means 7
Using the Elbow Method B BE o oﬂ /\11__,_ olA] le A Mom B
v T = T 170 HE 00 H— T

Trrnn Vi ﬂ' lidate —

733‘ =z K-Means ]
‘ o Clustering }
ElbOWMethOd K-Means Clustering
API Vector table (k= 3)

- o
Train s

Tesr

B

Model 1

- 2 g P Classification
Tuning 2 Model 2
. = Classification

[ Classification

Hyper Parameter
Trening 3 Model 3

a3 2. K-8 EHAHZ J|gk ofM o BIX| mEo| X
Fig 2. Structure of a Model for Detecting Malicious Apps using K-means Clustering

_24_



20244 9 Pr=AZEQOHTYYE

7tstsl =2 H20d M3z

8= FPef Hl&o] dAs] staa ekl

ZHaHER ERRdE ]%kg 0.5070.90

Mol gow st wF zuusel
4% 28]= FA(Grid Search) % st HA 9

Adg = g AHoM= 5

S FHslgon muya M4E zuH
[e]

Sob AARE X 13 % 29 2ok

E 1, Zofjzies
Table 1. Hyper-Parameter Optimization Results

Mt 2t

Hyper—Parameter G G, G
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Table 2. Cluster-Specific Thresholds (%£=3)
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Table 5. K-means Prediction Results
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Table 6. Performance Comparison Among Classification Models
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- RF KNN AdaBoost
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Table 9. Classification Results by Cluster
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Fig 10. Yearly Performance Comparison of
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and Optimized Model
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