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Analysis and Evaluation of UAF Authentication System for IoT
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Abstract

In the era of the 4th industrial revolution, various services and convenience were provided through the
growth of the IoT market. As the number of users increases, security threats such as personal
information leakage exist, and the importance of security is increasing. In this paper, we propose a user
authentication method using IoT and FIDO-based multiple authentication. Using the FIDO demo server
provided by eBay, we intend to present the authentication process by introducing FIDO authentication in
addition to the existing authentication method in the IoT environment and present a model that enhances
security through user authentication. This paper presents the user authentication technology in the IoT
environment through the UAF multi-authentication process, confirms the difference from the existing
single authentication through performance evaluation, and confirms the effect of the multi-authentication
policy through qualitative evaluation. Based on this, it is expected that multiple authentication processes
will be applied to a wider field.
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