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Abstract

As the smart city’s traffic infrastructure and control system become digitized, several security threats,
such as data leakage in communication and vehicle control due to remote hacking and traffic system
paralysis may occur. In particular, due to security threats, major accidents such as human casualties and
paralysis, of transportation infrastructure can occur. Since these are closely related to user safety, security
issues have become more important. Therefore, it is a priority to understand the characteristics of the
C-ITS(Cooperative Intelligent Transport Systems). It is necessary to analyze cyber attacks and intrusions
that may occur in C-ITS, and to study solutions and security-related technologies. In this paper, we
analyze security issues and requirements that may occur in the C-ITS environment. It analyzes and
organizes each major country’s C-ITS-related security technologies and standardization technologies.
Based on this, we suggest the research direction for a safe C-ITS environment in Korea.
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Figure 1. C-ITS system structure
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1) Static Code Analyzer

2) Dynamic Code Analyzer

3) Fuzzer

4) Hardware Debugger

5) Known Answer Tester

6) Application Tester

7) Vulnerability Scanner

8) Exploit Tester
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