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Abstract

Taint analysis is widely used in detecting security vulnerabilities in source code. However, it is difficult
to obtain accurate results in reasonable amount of computing time due to the nature of static analysis.
This paper proposes a new way of detecting security vulnerabilities using machine-learning technology
utilizing an already established model, graphZvec. The flow graph of a program is transformed into a
vector and then given to the model. The data set is prepared by first constructing simplified program and
then applying mutation. The evaluation results show that the model detects security vulnerabilities with
the accuracy of up to 99%, positively showing the possibility of applying machine-learning technology to
the static detection of security vulnerabilities in source code.
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