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Abstract

To analyze and defend malware codes, reverse engineering is used as identify function location
information. However, the stripped binary is not easy to find information such as function location because
function symbol information is removed. To solve this problem, there are various binary analysis tools
such as BAP and BitBlaze IDA Pro, but they are based on heuristics method, so they do not perform
well in general. In this paper, we propose a technique to extract function information using LSTM-based
models by applying algorithms of N-byte method that is extracted binaries corresponding to reverse
assembling instruments in a recursive descent method. Through experiments, the proposed techniques
were superior to the existing techniques in terms of time and accuracy.
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2.3.3 IDA Pro
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Table 1. Analysis surroundings of function start
information by gcc compiler and
Optimization Options

TH4(7H) binutils coreutils
gec 00 01 02 03 00 01 02 03
gech 330 1961 4807 3981 569 1185 3115 2265
gec/ 22 1456 25% 2226 19 685 2321 1574
gced 330 1965 7478 6625 565 1162 3373 3623
gccd 23 1452 2599 2408 570 1207 3520 3257
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Fig 3. Configuring data before and after about

reflecting - non function type binaries
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Table 2. Compared Train-dataset applied N-byte
and Raw data

qech 74 6.79 7 817 2114 231 183 178 166 164
qgec? 979 18 193 92 31.68 432 328 334 362 1373
B 74 68 68 18 2114 237 176 177 169 115
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Fig 4. Proposed Bi-directional LSTM Model
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Table 3. Hardware setting & model environment

A= Windows10 EEEENEEE] Keras

Py AMD Ryzen7 2700X Batch Size 32

RAM 166 CallBacks patience =10

GPU NVIDIA GeForce RTX2070 Validation_split 03
5 & 1t

Z]

A¥(ver679)=Z GCC 6, 8 FHEdd= (%,
144) & ), GCC 7, 9 =2l (192, 2

w7y HA e seprE gtk GCC 6, 8 A,
F1-ScoreE 7|22 GCC 6 FHydy Zde
00+ 0987 012 0978 02&= 09726 03
0.97830.5 /A F7F 71 =9tk GCC 8 e
2 00 09865 012 09769 O2& 09779 ‘O3&=
09765% H7HA %7k 7HE =Tk

X 4. GCC 6 22 HIIX|ze| &4
Table 4. About GCC 6 Statistics of Model
Evaluation Indicators

Accuracy 0.9998 0.9994 0.9993 0.9996
gec6 Re‘::a‘II bin6+core6 0.9841 0.8927 0.8991 0.8576
Precision 0.9494 0.7621 0.6956 0.8267

F1-score 0.9664 0.8222 0.7844 0.8419

Accuracy 09998 | 09997 | 0.9997 | 09998

Recall |, . 09541 | 09308 | 09222 | 09517

96 precision | P66 [ 59749 | 08803 | 0.8695 | 0.8929
Fl1-score 09644 | 09049 | 08951 | 09214

Accuracy 0.9999 0.9998 0.9997 0.9999
Recall 0.982 0.9606 0.9586 0.967

6 bin6+core6
9c Precision | oo | 09757 | 09337 | 08736 | 0949

F1-score 0.9788 0.947 09141 0.9579

Accuracy 09999 | 09999 | 09999 | 09999
Recall |, . 09926 | 09812 | 09777 | 09891

96 [precision | P66 50814 | 09763 | 09669 | 09676
Fl-score 0987 | 09788 | 09726 | 09783
SHEAIZE 10059 | 7142 | 7693 | 8683

X 5 GCC 8 & HIix|zel A
Table 5. About GCC8 Statistics of Model
Evaluation Indicators

Accuracy 0.9998 0.9994 0.9994 0.9994

Recall . 0.9518 0.8758 0.8058 0.823

9B [ Precision]| PNETeores 07765 | 0.7309
Fi-score 07909 | 0.7742

Accuracy 0.9997 0.9997
Recall | 09715 | 09378 | 0981 | 09129
9B | precision]| PNETeores 08761 | 08824 | 0.9004

F1-score 0.9059 0.9013 0.9066

Accuracy 0.9998 0.9998 0.9998

Recall bin8+core8 0.9798 09619 0.9555 0.9595
Precision 0.9495 0.9251
F1-score 0.9525 0.942

Accuracy 0.9999 0.9999

Recall | 09876 | 09851 | 09839 | 09792

9B [ precision| P8 50854 | 09689 | 0972 | 09738

Fi-score 09865 | 09769 | 09779 | 09765
ErE 9397 7195 8136  7504]

X 6. GCC 7 22 HIix|zxel A
Table 6. About GCC 7 Statistics of Model
Evaluation Indicators

Accuracy 0.9999 0.9988 0.9987 0.9986
gec? Recall bin7+core7 0.973 0.7964 07114 0.5518
Precision 0.9214 0.5209 0.4658 0.3683
F1-score 0.9465 0.6298 0.563 0.4417

Accuracy 0.9999 0.9996 0.9996 0.9997
Recall |, 0.9698 | 08775 | 08808 | 0.8461

gec7 @0 bin7+core?
Precision 0.9532 0.8455 0.8013 0.8175

F1-score 0.9614 0.8612 0.8392 0.8315

Accuracy 0.9999 0.9998 0.9998 0.9998

Recall | . 0979 09567| 09471 09345

gec7 == bin7+core7?
Precision 0.9574]  0.9068] _ 0.9038] 0.91
Fl-score 09681] 09311] 09249 09221

Accuracy 0.9999 0.9999 0.9999 0.9999

gec? Recall bin7+core? 0.9674 0.9813 0.9688 0.9525

Precision 0.9817 0.9586 0.9626 0.9553

F1-score 0.9745 0.9698| 0.9657 0.9539
StEAIZE 1951 1614.6 1583.8 17138
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Table 7. About GCC 9 Statistics of Model
Evaluation Indicators

NN, ool

Accuracy 0.9999 0.9994 0.9993 0.9993

Recall e 0.9505 0.8581 0.7979 0.8498
Precision 0.9447 0.7112 0.6929 0.6358
F1-score 0.9476 0.7778 0.7417 0.7274

gee9

Accuracy 0.9999 0.9997 0.9995 0.9997
9 Recall bin+cored 0.9757 0.9238 0.761 0.8834
9 Precision 0.9552 0.822 0.8333 0.8127

F1-score 0.9653 0.8699 0.7955 0.8466

xo,

Accuracy 09999  0.9998]  0.9998]  0.9998]

Recall . 0.9717 0955 09039 0.8829)
gee9d =" bin+core9

Precision 09678] 09184 09261 0.9212]

F1-score 0.9698 0.9364 0.9149 0.9016

Accuracy 0.9999 0.9999 0.9999 0.9999|
Recall bin+cored 0.9849 0.9695 09771 0.9652
Precision 0.975 0.9753 0.9546 0.9514/
F1-score 0.98 0.9724 0.9657 0.9582

stEAIZE 2577.2 17231 13141 1721.5
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