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Abstract

Many game and financial apps have emulator detection functionality to defend against dynamic reverse
engineering attacks. However, existing Android emulator detection methods have limitations in detecting
the latest mobile game emulators that are similar to actual devices. Therefore, in this paper, we propose a
method to effectively detect Android emulators for mobile games based on Houdini module and strings of
a library. The proposed method detects the two emulators, Nox and LD Player through specific strings
included in libc.so of bionic, and an analysis of the system call execution process and memory mapping
associated with the Houdini module.
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