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Abstract

The needs for small size and low power consumption of information devices is being implemented with
SOC technology that implements the program on a single chip in Internet of Thing. Copyright disputes
due to piracy are increasing in semiconductor chips as well, arising from disputes in the chip
implementation of the design house and chip implementation by the illegal use of the source code.
However, since the final chip implementation is made in the design house, it is difficult to protect the
copyright. In this paper, we deal with the analysis method for extracting similarity and the criteria for
setting similarity judgment in the dispute of source code written in HDL language. Especially, the chip
which is manufactured based on the same specification will be divided into the same configuration and
the code type.

I = SOC, HAA, =], EHEA, FAM
keywords : SOC, chip design, HDL, illegal copy, similarity

R EERT 1M
o FYBFUFT ARFNT AR
T WA A2 o] 7 (email: ktlee@kongju.ac.kr) .

A4 20190601 AAFEE: 2019.06.15, FEIE oA Hupel 2 Alzte] 298, A

A A 273 2019.06.20. A8 Qo] oa], A 2 A= Aj2E o)

>~


http://dx.doi.org/10.29056/jsav.2019.06.06

>
L
ro
inl
N
ni
jun
2
[>
10
i}
1
o
Hu
o
]
Mo
i)
B>
[>
2]
n
10
=0}
_>'._
0x
Hr
1x
=}
Ofn
ne
0x

7150 S4gsa, gAY TheAdel ds A
G, GiE ZRAME ARSShe WAEY 284
9] SoC(system On chip)S AFE3H A]2dES A
FETH o] WS ZRAA Wy g 3

ARk Q] Al2®l Jtg e EEE A 8
=oo] AA $gERaH A4 2 3y 5o
YL A SoC WHE-S 3 AlZshd Ao
B7bsstaL, QAR Aflo] B7bs g AT A
o] 2] webA At AAHET] s
T2 2= Jele HDL o2 A =27
A2FIE JHAN AYS sl JH3| 2| AH
< A& ARete FAAA Y F ZEE T
s A 2ok AdAA AAR ALskaat st
= 39 715S Ak, ¢ dojof e aHo
2 AEgole] 7Hed ArR Fdsta, &9
ojtt, AEAZF T& HATT A7I7HA] gelo]
w9, HDL Qol& AR&ate] B4Rl 24o=
Tdo] bt s APAHS Tk, =9
ojo] A HEd e B+d 74 A4s T
gy, oA7|7HA RAAD A Ak FEol

, < S =

;Q
o2 fAMS A 7HsAdel ArH3l.
AT} BolE x| ke Abgo|A] 93 Aol I
2~

-
o el ARt F A AR 2e A5

Ll 4
o= R Axmsr) Aol A fALE 7}
/ol Aot

S7b SuHe W G #A L Beo] A5
# 542 2en,
B AT A SoC B AHgakE Hnrl]

]2~

o,

Alz=glo) A Aol wASh AFske] tis] 45
A5g BAs, TS B e A
HAQ HAAE gk E=g FF i 3ol
=3t A|HHA (specification)ol] & A 2E 7S
of gk Al E S3ll, AU ARgEs HAS
Eia=3

43 2% FPGA (Field Programmable gate
Array), ASIC(Application specific integrated
circuit), SOC(System On chip) S22 FEE
T 9len FPGA & Z2a¥ $4o] 7bsd +
Z=2 Holo], MAGA e A AlAaE
Aol &8¥a 9}, FPGAR Fd¥ A|2~Flo]
g 277 gled, ASIC o2 WEsH
=, BlE e Wol Ea, AR E AARE &
HoAAbeH A, At A7bAe dEol
7Fs@ 7ol Atk FPGA  ASIC o Z2A
A& A 2k ol AFEHE 4§ SOC =
e g QHdel~ J2E 2§ et st
el ez Aztets 71zt

HAZ R AAE EEdoloadezr 4

= 7% B39 d42 gAY, 4 7E
gt Z2 s s gl A AREE 2
HDL(Hardware
Language) ©|3, VHDL E+= verilog 5°] AF&-
®rt. HDL Zzado] A=W RS

o,

Description



20198 63 Sl=AZEALTE

sli=dl, synthesis k313, o] ZAS F3) gate
level netlist7} @ TH2][4]. o] A== & A
Ashe dAR KIEn ow)  EFHEH,
combinational logic 52| #A|2~E el 23] o]
st7) &4 =W RTL(register transfer level) A X}

E3tste] FAEET o]F

A Adsha Az o]
o Wel 48e AFS FAA Q5o gy
W, A Ades ANE nid OAds s
oA F5Ag 02 SR

Behavior
HDL Model Algorithm
% wverify
RTL
HDL Model Function
% Verify
Synthesis
(Gate level netlist) Timing

é Verify

Layout
(place and route) Layout

_% Werify

Fabrication

a1,
Fig. 1. chip design flow

A sEx

HARAES 7ML A7 (HEH) S AHE-st
ol §4& 7FsstA sk PLC(Power Line
Communication) #A17FS F(chip)o= +d
& ZEagolr5][6]. A7 el T4l st
e g9 29} 7o) PLC coupler £ A& A

el g3 dolE §4lo] 7bssAl sk

Wolth. MEde 60Hzo wFddela, Fe
o] A%k FAHORE o] dHolEE Ao
Agste Jee goe Axadtud, ngkel
AR HolHE &Holetes 7wl 879 B
£ 7hgel AFAo] olu] AAHog] wiel
o] 719 AL F7IE A Wb &
obi, FHESA Fol trd Aulzst s
AT o R G0l g T|Eoltk
60Hz AC PLC coupler PLC coupler
+ +
s L )
PLC | ! y| P
Modem Modem
== ., g -

ag 2. MEHM sS4 FHAE
Fig. 2. Power Line communication flow

71 TAYHE a7 33 o] Qe &
Al gFekel TCPAP ] 7 #lo]o] F+%oA PHY ¢}
MAC?] 7]%5& A}4310], PHY 204 @& X0

AAAES THGE ol
. o Pl M
@ ‘ sxazzne | @ |
R T

%7 3. PLC &= 24
Fig. 3. Reference model of PLC

PI(PHY Interface)™= STA(Station)®} &7
HAo] dAAE = E2H(PHY) ClE#Ho]Agtn
s, MI(MAC Interface)= A9l "HaA =
STA®] MAC A AtelE A et =4 <



AIZQIE CHIO|AS] HAS|Z SEMFU AATE9 FARY 24 & SYY

Hao|~2 FiEgit) o] FAd goj®l MAC 3. ZAY=2XE9| H|uE=
PHYES ¥3F3l= XS STA(station)g #| 3 3h

a1 o

o} 19 48 Zo] HATY Falvke] B4l 22 AFEQIE oAl A AEAlY] 8 Ve F
EZE LINK-MAC-PHY A== $AEI, A 2 deol MACY PHY 9 2lawsks:
PHY-MAC-LINK =M Z $=Alg ) e 7)s BE2S AZEY Y stEgoRE 74
st Zlojth ARE A met A £EE 1
gelo] TraMo FASAY st=go] 3§
LI LK B2 Azt E=3 A 7]ee] dikskE 9
<« Wi M —p A ETOE G FEE 7|NOE FAIA 2

MAC MAC

& T,

N
=
i)
o
i
o
et
=
oo
o

vHE Pl I REY B T4 BT 2
Transmission Medium Z&to] AlHbA 9} e EFore V| xE AZFE
2 4 plC T2ED AEEY Aoz o Jubl6]. wekA FAel Fish=
IiT = X
Fo 4 PLC orotocol model s EEe] FAH ol HEA Ygo] T
Fig. 4. PLC protocol model
£ RolnE, BAFANA LT A BE
So] EPro] YA o NS Hsh WEom
N A FA) W o
SAG A E Wz os DMT AEe A PLC 7153} geld Zzadow AaE Aolx
Bohel, $AEe 29 5ok vk eAAoR
= . 3 U= AT,
FAZL AL dolHE  %w3Hencryption), mamol AL g A 6]
- 1 il L

CRC, scramble, FEC interleaver, psk W%,
IFFT , DAC #4032 Walsie] dddon =

2 & EEel
e FHoz ot sy RS qaoz Eaan
EEQS] PHYE T4 727158 79 5
PR I [ O T o} o] 671e] A EFow o] gk
L @ <% 3Hencryption) - AES ¢} DES WAjo=
i — , ARHolHE 53 s T
e | LT @ cre asdeme of 4E A ks
& HAAEE Frhdhe B
:L%::i& EF:HSM[%MT g"A'—_jl =5=% © 2= E(scramble) - AHHIHE 29
g. 5. transmit block gz waEs By
@ FEC with interleave - &A127F w4 Al A
ot ol A A EFLAS PLC 7] A= WAow 7REY HE goiai
ol T A E e 24 EEel s B35 vholHAlE m]Y So] HLHE R
= ZRIf0] AgEojop sk 5Aol 3l G PSK - 9AHolw Aoz t]Ag dolg W
[7109]. Z nn



3

20194 62 SH=AZEOAIEIIES ==X H158 A1

i
-

—

;O.ﬁ

JJJ
—_

o

-
=

ke
A}
al

3

=

=

3|
o
K8

e
SRR

30% °]7&l

-

37] ol

Xéo
it

3

e

E

4 A3t

A4419)

3l exEyes W]l

o) 4% 719 69 Thiet
7] ofgi7] witelt). e

o

EERE

=

=

L

.

0

:rL

Av A A$HA ol

T
2

1

o 2w

30% o]

H
=

pud

of H?
o] ojd 7|59 FEA
o]

1

L

o
},
j‘)}
U ojahe A gdo A spsAlo]

(NN) m|aggol] 7}

5
. o]

o)

o,

371 9)

S

o~
T

oz Azt

=
=

o]

A5 11 9 W #A0] 98

Al

g

- H
= T

)

[e}

Now

1IN 9] Hjusk2

L
s

3t

2EUEeR

o

o
A%

ol
T
H
el

puzel

o

Fig. 6. exEyes v5.0 window

12l 6. exEyes v5.0 A8

3}

pud

o of

T

-

2L verilog Aol = A H o
o] C doje} Has|o] Qrh
o7 AAEHE 9453} CRC, =23
o rdu|ae A fFAS

o= 9E7|F v
o B AT At A

2, 8 EH], PSK, FFT

i
=
=

5
=
=

&
w9, PLC 7]

=]
=
T8

]

o

-
=
B
=
s}o



ASQIES CjHIO[AS] HA3Z|Z =X

71e B 5Ao] gld g2 dE 11

7 ojlm g A Al Tduurt
3t} beyond compare &= 3}
g, olxlstd e e] At
‘J T 31 o7 AMGHTHE] =
73} 2

a2l 7. Beyond Compare A8 st
Fig. 7. Beyond Compare window

oo PHoR AR tF FAYS
29 A9e ¥ 19 2,
Q3 3370 (15467 el thi 8]

A A BAASE AA 127%2) FA
& wel A7 g wasAch

E 1. 7s=24Y 24 25

Table 1. Result of function block comparison

TeEE | BdE | ERlE | AR | A

1 5.3} 9 4530 518 11.4%
2 CRC 4 886 7= X
3| scambler 1 151 iiea X
4 FEC 4 3760 78y X

5 PSK 5 3372 1451 43.0%
6| 9xgel 15 2768 - X

38 1467 1969 12.7%

B DESEE

S50 A 430% ° FAF
ol WAHo] AL

shlon, 1 8%

7o) verilog T2 ol R FgEE=
BES AASHE, FAS on)rt gl Aeow
A

0% 8. exByes Y 24 5H
Fig. 8. exEyes compare window

5 2 &

>~
>
i
(o,
i)
)

oA Tlufolze] 2@stel A A
TZORE AAIER ;gﬂ_g}oq,
A AR AFels TlEe] A48
A AGAAE 2203 hxd
du= Ao, Fd3 715
2 oyslel, 9 Auae] 4%
of WAL gt & Aol
toll AH8-5= HDL Aol @
FAEE BB Y
B3] fAbEE PE
A AN 7

. 5
o b Sy oz s
al, il

M k1 ob o
o I &
i3
L]_I?.iﬂ
_VEOHCG
-

z
oo
FE o
o

b fr ono o N
JN o::

oé_HﬂilO-u

(> m o ooz
ol
==
ol
ol

to -4 K
QL
S~

N
>

I ot
>

]_
1531

P S

rE 2

ﬂme

oL
Oh

[>
kK
I
N

i)
i

Lo
[
(r
o
) e

ol
2

@ b

ol
-

Meomt X o rr 2 1o X oM oo
ofr
9 =

L

o o oX
4 W
o
>
= o
o H
e
o

o2
ol
iih)
2
e
oo



2019¢ 6& @t

IH
Im

24mE90f

otet

==X HM15¢ M=

Acknowledgment

This research was supported by Basic
Research  Program through the
National Research Foundation of Korea(NRF)
funded by the Ministry of
Education(2018R1D1A1A09082919), this
This work was supported by Institute for

Science

and

Technology
Planning & Evaluation(ITP) grant funded by
the Korea government(MSIT)(No.2018-0-01456,
AutoMaTa:

framework  based

Information & communications

Autonomous Management
artificial

Technology for adaptive and disposable IoT).

on intelligent

Any correspondence related to this paper
should be addressed to Kyu-Tae Lee.

22w

HO

i

i

[1] Raj Kamal, “Embedded systems
Architecture Programming and Design 2nd
ed.”, MacGraw Hill Companies, p.5, 2015.
ISBN: 0-07-049470-3
http://blogspot.designonchip.com/2009/10/rtl
—engineer.html

Kyu-Tae Lee, Hyun-Chang Lee, and
Jang-Geun Ki, “Establishment of the
Subtitle on Materials for Evaluating
Intellectual ~ Ownership”,  International
Journal of Signal Processing, Image
Processing and Pattern Recognition, Vol.10

(2]

[3]

[4]

(5]

[7]

[8]

[9]

No. 9, pp.79-88, Sep. 2017.
http//dx.doi.org/10.14257/1jsip.2017.10.9.09
M. M. Swift, B. N. Bershad, and H. M.
Levy, “Improving the Reliability of
Commodity Operating Systems”, ACM
Trans. on Computer Systems, Vol. 23, No.
1, pp.77-110, Sep. 2003.

DOI: 10.1.1.107.2596

M. M. Swift, M. Annamalai, B. N.
Bershad, and H. M. Levy, “Recovering
Device Drivers”, ACM Trans. on
Computer Systems, Vol. 24, No. 4,

pp.333-360, Nov. 2006. http://u.cs.biv.ac.il/
“wiseman/2os/bugs/swiftl.pdf

M. Rajagopalan, M. A. Hiltunen, T. Jim,
and R. D. Schlichting, “System Call
Monitoring Using Authenticated System
Calls”, IEEE Trans. on Dependable and
Secure Computing, pp.216-229, Jul. 2006.
DOL: 10.1109/TDSC.2006.41

T. Naughton, W. Bland, G. Vallee, C.
Engelmann, and S. L. Scott, “Fault
Injection Framework for system Resilience
Evaluation”, Proc. of the Resilience 2009,
pp.23-28, Jun. 2009. https://www.christian
—engelmann.info/publications/naughton09fau
It.pdf

Compare files and folders [Internet], 2018.
http://www.scootersoftware.com/features.ph
p?zz=features_focused

V.J.  Mooney, DM. Blough, “A
hardware-software  real-time  operating
system framework for SoCs”, IEEE

Design & Test of Computers, Vol. 19, No.
6, pp.44-51, Nov. 2002.
DOI: 10.1109/MDT.2002.1047743



AZQIEY ClHo| A0 BHBIZ SHSY 2ATES FAY B4 U SAY

Z =& (Do-Hyeun Kim) Ol 7ol (Kyu-Tae Lee)

Do
(@)
o
<=
00
O
.I-l
=
2
D)
L. Of
_l U
&
o2l
f
ol
2
2l
b
=
>
>

3 1991 o] dApa-sha} whAL

st 7 1992~ @A FFdetu R FAFHE wg
<F AR AEAY, VLC, ALARE
<FIAROE> AFEQIEY, oS 2 HA A
017 U]:]]_O1 743215]0 o



