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Abstract

As the copyright disputes caused by illegal copying of IT devices are increasing, it is demanded to
judge the similarity to STB (Set Top Box) manufactured by embedded system structure such as IPTV.
However, as only the executable code is stored in the system, it is difficult to obtain the source code,
which is the object material for judging the similarity. In this study, we analyzed the utility of evaluation
items to judge the similarity in the case of difficulty in accepting the source code in the case of STB
devices. The STB system figure out such that hardware, software, and operating system work together.
It is possible to set evaluation items such as circuit board configuration, connection pattern, signal input /
output method, operation sequence, and GUI expression, even if there is no program source. We showed
that the similarity between hardware and software can be verified as a result of comparison between both
sides.

FLANE 1 AT, YA, FA, Aesol, FAA

keywords : STB, illegal copy, similarity, Interface, communication method

« AT S 7 E B o) 1M =

o FPFEUSA YRBATER

T WA A} o] 3t (email: ktlee@kongju.ac.kr) O Ul AAE = ARI]7)e FLAo] =
Hedah 2018.11.30. A AReE: 2018.12.12. A Sseolsl AXEo]l7} AEE =

A g4 2018.12.21.



STBAARISl SXET T2I80| A

0

R,

I'-iII

t= AJ2ES 7ko g ate S&AF e
o] Eopx|a gl FAAE 7Iwtez A
e Al~"e gguz Aol sjute] uwhzt
IPTV, STB, IoT 59 AH|~ AFoRE &85

a9k

.—ﬂl
r—{o

IH

g s Ages Azt Ade
FA8HE e AN dEe) 98 4
gaH e e Aga 497t AR,
ol ol Axto] gl AEY] HalEo] Wl
Hoz Azsol 9 AuAel Azle Asers
wAo] WAET ik AR 1S A
FEol AFLANA ASE AE Ao}

2AZd 24

A0l A1
= Aask FoiA
RS e
L

EEDIERE

nE BHo] A3 FE gHE 2
Asfolof ) 2 A7t BHE 9
0 Aok AFEA B 9ol @

A wbgsh 24 Asel e o,

oo
rlr
=

~
>
>
M

X
o

2. HE=H=9

Aim

2.1 YHICIE A|AHE X

ARGD7|Z AMEEE diF2e] AE77]E
ZRANE 7IWOE = YEY st=gol e &
AANAE 7R Fh= Edlole] oA
goz A 9k %Oé A A=

o[o
OFO
£y
I I:l

Linux

Kernel ¥ 2& F/HZR 1S AFg8haL, sl=
glo] QlEjFo) A7} 753 e Tinfo] A Eglo]
WE Jdste, Adel Frlkehe WHoR I
©j 71hg ?—%8&4[3]

o] %
NEH g o OJEMl o]~ 711'1
E 9 EAgE, 223 9% FAlo|
s 7= FAIZE(USB, COM)

Al Key, touch
-
-
e
LCD, speaker

Flash ROM
SRAM

Application SW
Embedded OS

O3 1. AHCIE A|A"” 2=
Fig. 1. Embedded system architecture

YA
Aot} oju SEZ2 IS IR AMA 7
3 FHAA(key pad, LCD monitor, LCD
touch screen, SAIXE)E f7]4o 2 AAdslyu

ggahol, ALEAelA Reld 7o vl

A5 2eH4-6].

7o) Ygo] vFaAlaL, Az A e
7Isol el MdE 717150l s 9k
o odHbE 22 it JR)7e 282
o} Zol THAAODE Ll Al E

_46_



20181 12 R4 T EY | LR T IIEHs|

=27 A148 H235

2 1go] gAlslol ASECHTE. A
A FFE] 0SSk A A5 oR FHI,
23, 39, QEslels 5 Azde RE /5

Agleme] szEgolg ojn|a.
2.2 IPTV AlAH

IPTV(Internet Protocol Television)% = pi=]

W ATt P YENaS B AgEs A
zgoz Aol Aey Bl v m 17}
bohelal vlEesEdRe AFSHE QEY

=7

ZREZY AMEOE IPTV AH|A7F 7hsshA
# ﬁ\—‘li, dyu)d Zel=7} STB(Set Top
’\'E—Eﬂ o|g2 WEA N 2T} TS EE

xﬂﬂﬂ A2 M

IPTVE 3% TVZE AdsE 758 2
AR, 01&% A=Al g A BEFE TV 3-8
ARl~E dtg o A Ths et RS s T8

715 ol %, ¥Xo AWE, HDTV(High
Definition TV), tsl@AY, LEAH U Helsg-
# So] ofHisko 7 Xﬂ%?ldr =

veh A% Aul s

0
oe] 7b5@ 750l Fsd Sl At
AiAsE ALEATE P Al TFsE )
e gAY ARAGE BHe), nEY =
W22 A3E 5 Ak AYA Foe AY

& A0A, A AHE AQAE AEstes A
ohe 7wl Zhssith g3ty =eivte] A4
s FFH Y 2(Video  On
Demand)= A A7 AHS dete ZE2a9S
AAEA MEF oz AHetes Algsts AH]
22 IPTVolA tgstA &85 = 7]5olt) 7]
71olA VOD&o = #8¥= 292 MPEG-2,
MPEG-4 7} AH8-#ITHI).

IPTV?] A|Zol= IPTV Ag Ho] s
or  SMP8671 /NEH =29 79 ARMI1 2

Tx2E ofEFgAeld Fde] 7Fsd CortexA8
7es AlTstHAE A7EE Al FAIE AL Q)
o ol =9 well= AHld AHAZH] Ths

A3, DVR ¥ 22 298 H|fes
& 2 7 e el AwHrh gaEy
w9 v BT e g4
S AYstx, DTS, DOLBY7.1 3 #2 u#F4d
oyeEES AFstay JuHI0l 1729} o

=

171 A8 HEXES AAsE 2o
2 stEdoiH]l Ao HaL, -] T4 ¥
GAAE FHoz e ZRaUE Lty
AR QlEElols Zeads A, AAdets
Aoz A Q5= AFto] 7hestti1l]

a2 2 IPTV SEEE & FHE
Fig. 2. Development Board of IPTV

3. Z4E=5EQ H|WE=
dHtiE AR77|E ZZAANE 7|Eo=m
F2)9} tjufo]a=gtoly H S8

-4

Q]

g~ 3 =
ads ook RZEM O} deHo] 29
T 5740] ltiiz]. 53] 9ete Asdat 2
of ¥FAAZ EE = AHI= wAEy
I
l

=
=7 g A
2o

2 A%
Hol| s, 5245 Al~gds 1937



|2 Z=

3

3.3

STBAIAES| 54 =1}

-

Fegols T4 ek

S

= Ar7)719

o

|2

H

)

o)
A

O

B
5

|

AR7]

ON &faL, t
[}

L

FA A7}

7Ade 7z, AHEEY, tulo]
AHE-2e

-

T

-

i

=
AR

[e]

A
=

}
]

I

sHAl =

o
1
S

A
<l

ZAA wel AbgE
Z}F

1
.

]_

3z

[¢)
CEERRS A0 S

A

o whet x4

44

o} SdAAel Hol7h Zx

3.4 ATEQ0| M
7§'
=iolA 9fn|
ZIA 22 o] ALgo] 9lofA
)3}
x_ll-
=

2Io]
7k

2Zgo]9

O~

o

R

o 9]
A =2

4R 77

}

L

.

[
puy
1

o]

st

TARGET
[e)

F gk

]
Aol 4

RS232

()
o
o
=

=

, AL Qe o]~ Y
ar

43

sk
AbgFEo] ) kate] ololt]ofof A

o2 e AR AL

Fig. 3. Cross development environment

HOST
2~ H)
—u
o] a7,

]

3.1 A|ABIS FE
3.2 PCB 2E FE&E

-

A

IOT 7I'5°] 7k IPTV 5ol 4

AES e

A

4E7] wtelth

ol

A

slmre) A7
=7

-

.

PCB(Printed Circuit Board)

E
=

i

o

s

1

9|

2 94

ol

él

1=

=l

)

ik}

A0 2 PCBY =7,

2RES 94D

2ol A ]

L

fu

o] 7]

hoa
e

A

L

L

A4 i

_48_



c

A HM142 H2

e =&

e

20184 128

T o WOE B o oM MO E T
TR W m R w TN
- EATm&omaNa%q
T - (O i S, i
P 5 o £ EE 5 E R T R oo T &
Juoo X = % wZ .m ,Ollr._ H.triﬁoo _ﬂwﬂ
Wodﬂﬁ l o m ﬂlm%ﬂﬂﬁa‘ﬁoﬁaﬂ
P3| 94{lad  FrEiiEisl
) 5 2 SE® TR
7,|ﬁ._ T e ,I]HEF*q\ﬂ‘lE]J
X o c 2 Iﬂlﬂm wru_tu%%wyﬂ_m?
N V.m B a _< B OE
BN = s ma M ﬂahgmw%ﬁcfr*.
T el | 52 = L TR
T = 8 3 — =
AL%A. am.m _.__ WqumegeLt%WEL
gy ok T s = H O H M b= W S 2 o
B : e Sl = e
et < o o) <] nd ﬂu]AﬂEO Y
B o= N _ S < gl A N OF R O T gy
R v - o 4Ly m BT o
Yrowm S kTR SR
)A -
NN R R U
w0 M) e W K OB RO TR W o oM
% o My o wum,xnﬂ%%gﬂm_@aﬁdﬂ
e T T E ey
@H E T M"M‘_ w;ﬂ o =y " To ﬂ R XD Jod M‘_
wp T %P o= O mox B
oLuTan_wm ﬂmawo@%imﬂ%?ﬂmﬂ
WoooF B g o T K ol L B
Moo 2o TR T &%
—_ ~ Gt = 2
woa wﬁwzn@.nﬂe%%%fu%
=) o = — B o— = U GE
B X rn NZINZENEA .5
oo 2 s 9ZFa oML _®s
WM< TS T Tt g ET o
oﬁﬂr.m.__. Ul wo ol B % O M Aomt].
S mE o ©HER LD TED S
W@Mwm m PRE PNy He oS
T o = e N¥XdTawTET P A
= o om ) o W T ™ o R T %o Ho = T o
_Hmo oﬁ1__/lder. K I BT R W P R do
Mo T A R T RE R T MW o R

1%l 4. PCB H|W
Fig. 4. PCB evaluation

32k Hluw

4.2

1% 6. Beyond Compare A& stH

Fig. 6. Beyond Compare window

7] ol ARAL 9ol

_49_



STBAIAHIS] SXHEN T2 fAY =4 Y Bt
5 4 8 28

H IPTVE &5 = AFdUAsE 9344 [1]1 Raj Kamal. Embedded systems
7} £3E = dutsAs"o g B 7l5A Architecture Programming and Design.
o] folahe] BAo] wAFT: e} HATiA} 2nd ed. MacGraw Hill Companies; 2015.

_ o o p.5.(Book)
Aol %agoﬂ_i@ﬂ(ﬂok S ZRAHsS 2] V.J. Mooney, D.M. Blough. A
ST AEo] wFste, AsFERRY] HlTE & hardware-software  real-time  operating
b3 A9 vrAsit, B QoA A] 2" system framework for SoCs: IEEE
o] Fglolr|uton AZES 0|/} AAE = A Design & Test of Computers. 2002 Nov;

19(6): 44-51.
ENS Al8sl= 3l S IR

w771 §4% AResh WadES Akl [3]. Kyu-Tae Lee, Hyun-Chang Lee,
o Ak magsor AXRS A 3 Jang-Geun Ki. Establishment of the
2%, 2 Qg o)A W] So] A 3 Subtitle on Materials for Evaluating
O ER o ALrbssti, EAE glek o= Intellectual Ownership: International
o Gmu RAS Zaggony i weol Journal of Signal Processing, Image

Acknowledgement

[4]

This

Development

paper was performed for the
of Radar

for Compact

Payload
Satellite
Korea Aerospace Research Institute, funded
by the Ministry of Science and ICT, and
this work was supported by Institute for

Technologies in

Information & communications Technology
Promotion(IITP) grant funded by the Korea
government(MSIT)(No.2018-0-01456,
AutoMaTa:

framework based on artificial intelligent

Autonomous ~ Management

Technology for adaptive and disposable
IoT). Any correspondence related to this

paper should be addressed to Kyu-Tae Lee.

[5]

(6]

(8]

[9]

_50_

Processing and Pattern Recognition. 2017
Sep; 10(9): 79-88.

M. M. Swift, B. N. Bershad, and H. M.
Levy. Improving the Reliahility of
Commodity Operating Systems: ACM
Trans. on Computer Systems. 2003 Sep;
23(1): 77-110.

M. M. Swift, M. Annamalai, B. N.
Bershad, and H. M. Levy. Recovering
Device Drivers: ACM Trans. on Computer
Systems. 2006 Nov; 24(4): 333-360.

G. Heiser. The Role of Virtualization in
Embedded Systems: Proc. of First
Workshop on Isolation and Integration in
Embedded Systems. 2008 April;, 11-16.

M. Rajagopalan, M. A. Hiltunen, T. Jim,
and R. D. Schlichting. System Call
Monitoring Using Authenticated System
Calls: IEEE Trans. on Dependable and
Secure Computing. 2006 July; 216-229.
W. Gu, Z. Kalbarczyk, R, K. Iyer, and Z.
Yang. Characterization of Linux Kernel
Behavior under Errors: Proc. of the 2003
Int. Conf. on Dependable Systems and
Networks. 2003 Dec; 459-468.

T. Naughton, W. Bland, G. Vallee, C.
Engelmann, and S. L. Scott. Fault



20181 128 BH2ATEQ 0| AH TG

=27 H14H H2E

Injection Framework for system Resilience
Evaluation:  Proc. of the Resilience09.
2009 June; 23-28.

[10] Compare files and folders [Internet], 2018
[updated 2018 Oct 10; cited 2018 Oct 10].
Available from:
http://www.scootersoftware.com/features.ph
p?zz=features_focused (website)

Z =3 (Do-Hyeun Kim)

19882 A&l AA-gstaH A KA AE) SHAL
1990.2 A& AApgsteH A R4 AE) A AL
2000.8 A& AAFIHAREAAZT) dkA}
1999.3~2004 Hristn AR FL8H 2
2004.9~3 A =8 AFUstw st
AFETHAT W

<FRAFR> ARAEY, o= 2 HA A
of, mutd A, Aul= AHFE, et =

2 E 9] o]

22l 3(In-Hoe Kim)
>4

2000 &= AR EAN T 9
2005 %—Z A7) A2 wg et A A}
20133 ~ TFY AREA T} A} A
2000.7 ~ 2018 Al <~Eu g B o]
20185 ~ A v EaA EAAAFLA
<FHAEE> 32 U A" A3 A,
VLC

[11]NEC code formatlinternet], 2018 [cited
2018  Oct 101 Available  from:
https://www.vishay.com/docs/80071/datafor
m.pdf(website)

[12] David E. Simon. An Embedded Software
Primer . 12th ed. Pearson; 2005
p.191.(Book)

A

19862 @=rt) A Apg st} shA}

1989.8 =) A apE st} AA}L

19962 et} Az sha} upa}

1996.3~2004 =% otz ¢l u)st
PR s,

20053~ & A =2 FEoetn F vy

ARBA G W

d
g
O

<FRA R oR> mElﬂTﬂo(i) Lﬁ A5 7)Ao
32, vpo] AR L2 A, QT E LZES o]

O T+t (Kyu-Tae Lee)

1991 aelt) WAzt wha}
1992~ ZF o 8ln AR EANTSE w4

<FHAROE> A3 A, VLC, AfdRE

_51_



