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Simulation model for the attack node on ZigBee network
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Abstract

ZigBee is targeted at wireless applications that require a low data rate, long operation life, and low
implementation cost. ZigBee protocol is simpler and less expensive than other wireless protocols such as
WLAN and Bluetooth. The low cost allows the ZigBee technology to be widely deployed in wireless
control and monitoring applications and the low power-usage allows longer life with smaller batteries. But
advantages of simplicity and low cost in ZigBee cause security problems. For example, ZigBee offers no
protection against replay attacks, in which an attacker simply resends recorded packets to the network.

In this paper, simulation node models of the attacker are developed for implementing environments of
study on security of ZigBee networks. The developed node models have the attack functions such as
7ZBdump, ZBreplay, and ZBassocFlooding. In order to verify the developed models, we designed and
constructed several simulation scenarios. The simulation results show that the developed simulation node
models are useful for ZigBee security studies in various environments.
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Wireless Parameter ZigBee
Frequency band 24 GHz
Physical/MAC layers IEEE 802.15.4
Indoors: up to 30 m
Range Outdoors (line of sight): up to
100 m

25-35 mA (Tx mode)

Current consumption 3 4A (Standby mode)

Raw data rate 250 Kbps
32 KB

Protocol stack size 4 KB (for limited function end
devices)

Typical network join time | 30 ms typically

Interference avoidance DSSS (direct-sequence spread

method spectrum)
Minimum quiet .
bandwidth required 3 MHz (static)
Nodes per network 64 K

Number of channels 16
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